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Perimeter Security
(Outbound traffic)

• List of Allowed Applications in a company
• User identification
• Decryption
• IPS
• Prevention of C2 communication
• DNS Security
• Geolocation
• DLP / Data filtering
• File blocking
• URL filtering
• Block user credential submissions
• Sandboxing
• Control traffic from IoT devices
• Control User/Device behaviour, automated 

isolation
• XDR



Perimeter Security
(Inbound traffic)

• List of Allowed Applications in a company
• Inbound decryption
• IPS
• Geolocation
• DDOS prevention
• Flooding prevention
• Continuous monitoring of externally 

visible vulnerabilities
• Continuous monitoring of all vulnerabilities 

and their prioritization
• Phishing prevention/Mail security
• Sandboxing
• Micro-segmentation
• Application security
• MFA
• XDR
• Regular patching



Data Center Security

• List of Allowed Applications in a company
• User identification
• Decryption
• Flooding prevention
• Continuous monitoring of all vulnerabilities 

and their prioritization
• Sandboxing
• User/Device behaviour, automated isolation
• IPS
• Control IoT vulnerabilities
• Micro-segmentation
• Application security
• MFA
• XDR
• Regular patching
• Awareness of service/app/data criticality
• Physical security and access procedures
• Privileged Access Management
• Encryption for data in use/rest/transit
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What does Zero Trust bring us?

• No implicit trust
• Where is the Perimeter?
• Focus is on protecting resources not network 

segments
• Inside-Out architecture
• Crown Jewels
• Access to resources with minimal privileges
• Access to resources – session based
• Authentication and authorization (crucial)
• Device security posture
• Secure communication
• Limit internal lateral movement during security 

breach
• Do not consider enterprise network as a trust 

zone
• Continuous diagnostic and mitigation
• ZT vs ZTA



Zero Trust

• Complete visibility
• Complete inspection
• Complete logging

• Zero Trust for Users
• Zero Trust for Applications
• Zero Trust for Infrastructure

• Identity (Authentication, authorization, MFA, 
PAM, Anomaly detection)

• Devices (Inventory, Device tracking, Manage 
risk from unauthorized devices, Prevent access 
from non-compliant devices)

• Networks (Micro-segmentation, Micro-
perimeters, IPS, Adopt strong encryption)

• Applications (SAST, DAST)
• Data (Focus on high/value and sensitive 

data, Encryption for data in use/rest/transit, 
DLP)



Zero Trust
(How to start)



Zero Trust
(Readiness Assessment)



Zero Trust
(Maturity Model)



SOC

• Integration of different security tools from 
different vendors

• Full automation
• Threat hunting
• 24x7 coverage
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